This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 



PCT 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



WORLD INTELLECTUAL PROPERTY ORGANIZATION 
International Bureau 



(51) International Patent Classification 6 : 




(11) International Publication Number: 


WO 99734326 


G06K 19/07 


Al 


(43) International Publication Date: 


8 July 1999 (08.07.99) 



(21) International Application Number: PCIYIL98/00624 

(22) International Filing Date: 28 December 1998 (28.12.98) 



(30) Priority Data: 
122841 



31 December 1997 (3 1 .12.97) IL 



(71) Applicant (for all designated States except US): ON TRACK 
INNOVATIONS LTD. [IL/IL]; Z.H.R. Industrial Zone, P.O. 
Box 32, 12000 Rosh Pina (IL). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): GILBOA, Ronnie [nVIL]; 
Moshav Beit Hillel, 12255 Beit Hillel (IL). BASHAN, 
Oded [IL/IL]; Ramim Street 45, 21801 Caimiel (IL). FTAY, 
Nehemya [IL/IL]; Kibbutz Kfar Giladi, 12210 Kfar Giladi 
(IL). ADUK, Mosbe [IL/IL]; Korazim 43, 12391 Korazim 
(IL). 

(74) Agent: REINHOLD COHN AND PARTNER; P.O. Box 4060, 
61040 Tel Aviv (IL). 



(81) Designated States: AL, AM, AT, AU, AZ, BA, BB, BG, BR, 
BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, FI, GB, GD, 
GE t GH, GM, HR, HU, ID, IL, LN, IS, JP, KE, KG. KP, 
KR, KZ. LC, LK, LR, LS, LT, LU, LV, MD, MG, MK, 
MN, MW, MX, NO, NZ, PL, PT, RO, RU, SD, SE, SG, 
SI, SK, SL, TJ, TM, TO, TT, UA, UG, US, UZ, VN, YU, 
ZW, ARIPO patent (GH, GM, KE, LS, MW, SD, SZ, UG, 
ZW), Eurasian patent (AM, AZ. BY, KG, KZ, MD, RU, TJ, 
TM), European patent (AT, BE, CH, CY, DE, DK, ES, FI. 
FR t GB, GR, IE, IT. LU, MC, NL, PT, SE), OAPI patent 
(BF, BJ, CF, CG, CI, CM, GA, GN, GW, ML, MR, NE, 
SN t TD, TG). 



Published 

With international search report. 

Before the expiration of the time limit far amending the 
claims and to be republished in the event of the receipt of 
amendments. 



(54) Title: CONTACT/CONTACTLESS SMART CARD HAVING CUSTOMIZABLE ANTENNA INTERFACE 




VARIABLE/ . ._ 
LOADfttO MEWS If 



i=T= "UCMT "LOW „ 



OVER VOLTAGE 
PROTECTION 
CONTROL 



UsAYT LOAD* MOa 



DGHT "HEAVY 
LOAD* LOMT 

woo. moo. 
i i 



L. 



©2 



PROTOCOL 
SELECTOR 



I f 

& 847. 



10W M* 
DEMODULATOR 



■LOW U' 
"SIGNAL 



•wch ir 

OEMOOULAT0R 



f2 M7-5 KHz 



1° 

V 



-47 



.J 



(57) Abstract 

A data transaction device having a contactless mode of operation and comprising an antenna coil (15) coupled to a processing unit 
(14) via an antenna interface (16) for allowing contactless data transmission between the data transaction device and a remote transceiver. 
A circuit within the antenna interface includes a modulator (45) for modulating a signal transmitted by the remote transceiver and received 
by the antenna coil with outgoing data generated by the processing unit for transmitting via the antenna coil to the remote transceiver. 
TTie circuit further includes a variable loading means (45) connected in series with a load (14, 58) seen by the antenna coil and having a 
capacitance (57, 59) connected across the load so as to effect a change in impedance of the load seen by the antenna coil thus allowing 
amplitude and/or phase modulation of said signal without complete interruption thereof and regardless of the magnitude of an external 
capacitance (59) connected across the load. Preferably, the antenna interface (16) may be customized for different applications and the data 
transaction device also includes a contact field (11) thus allowing for either contact or contactless communication. 
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Contact/contactless smart card having 
customizable antenna interface 



FIELD OF THE INVENTION 

The invention relates to a data transaction card having an on-board 
processor for effecting both "contact? * and "contactless" modes of data transfer. 

BACKGROUND OF THE INVENTION 

5 Both "contact" and "contactless" smart cards are known perse. 

Generally, such smart cards are provided either with electrical contacts for 
effecting direct electrical contact with a card reader, or else they are provided 
with an antenna coil for effecting contactless bi-directional communication with 
a remote can! reader. U.S. Patent No. 5,206,495 for a Chip Card in the name of 

io H.D. Kreft discloses a chip card allowing both contact and contactless 
communication in a single smart card. 
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Contactiess smart cards are particularly suited for applications, such as 
mass transport systems, wherein data communication must be effected very 
quickly without imposing the overhead incurred in manually introducing the 
smart card into the slot of a card reader. 
5 U.S. Patent 5,206,495 has as a principal object thereof the provision of a 

contact/contacdess chip card having a semiconductor device selectively coupled 
either to a contact field or to a antenna coil. A further declared feature is that 
the semiconductor device operates according to contact mode protocol (ISO 
Standard 7816) regardless of the mode of data transfer, such that the 
1 o semiconductor device perceives no difference between contact and contact-free 
use of the chip card. 

Such chip cards employ an on-board semiconductor device including 
memory and processing capability for effecting the desired bi-directional data 
transmission and data storage. In the case where "contact" data transmission is 
15 required, there is provided a so-called "contact field" having a plurality of 
contacts, each of which is selectably connected to the semiconductor device by 
means of a respective electrical connection. Data transmission with an external 
reader is then effected by inserting the card into a suitable reader having 
spring-loaded contacts which bear on respective contacts in the contact field of 
20 the chip card. 

Alternatively, when contacdess data transmission is required, a pair of 
antenna coils in the chip card are adapted to transfer power to the card and to 
enable bi-directional data communication with a reading device having a 
similar antenna. 

25 The interconnection provided by U.S. Patent 5,206,495 allows for a 

semiconductor device conforming to ISO Standard 7816 for "contacf 
bi-directional data transmission also to be used for "contacdess" type data 
transmission without in any way modifying the semiconductor device. On die 
other hand, such an approach exacts a price in die efficiency of data transfer 
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owing to the inherent differences between efficient contactiess data protocols 
and the ISO 7816 contact protocol, which thus requires that the card include a 
data conversion facility if the semiconductor device is to perceive the same 
protocol in both contact and contactiess modes. The use of two coils is also 
5 considered a retrograde step reminiscent of the early U.S. Patent No. 3,299,424 
(Vinding) wherein multiple coils were employed: a trend which has long been 
abandoned in favor of the use of a single coil only. 

International Patent Publication No. WO 96/38814 (Mikron) discloses 
an arrangement functionally similar to that shown in U.S. Patent 5,206,495 in 
1 o that contact and contactiess data and control lines arc switchably connected to a 
processing unit shown as 134 To this end there are provided separate CLOCK, 
DATA, and RESET lines in both the contactiess and contact interfaces 13b and 
13c, respectively, which are connected via a switching element shown as 13a. 
Yet a further consideration associated with the increasing use of smart 
15 cards is the need to customize each smart card for the particular application for 
which it is destined Obviously, the provision of both contact and contactiess 
modes of data transfer increases the card's versatility since the actual mode of 
data transfer may then be selected according to user requirements. However; in 
practice, there are many other features associated with smart cards which also 
20 must be optimized for each specific application, be it contactiess access control 
or mass transportation or contact mode bank applications and so on. 

Such versatility is addressed by our copending WO 98/29830 filed on 
December 29, 1997 which discloses a data transaction card having contact and 
contactiess modes of operation, comprising a semiconductor device for 
25 operating in contact and contactiess modes in accordance with a respective 
contact or contactiess data communications protocol. A contact field includes 
contacts fixedly connected to the semiconductor device for allowing data 
transmission between the contacts and the semiconductor device in accordance 
with die contact data communications protocol, whilst an antenna coil allows 
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contactless data transmission between the antenna coil and the semiconductor 
device, in accordance with the contactless data communications protocol. An 
antenna interface is coupled to the antenna coil, to the semiconductor device 
and to at least some of the contacts in the contact field and is responsive to an 
5 electromagnetic field across the antenna coil for effecting the contactless data 
transmission. 

Preferably, in such an arrangement, the contactless data communications 
protocol is in accordance with ISO 14443 which also sets a low amplitude 
modulation for data transmission both from the reader to the card as well as 
to from the card to the reader. This modulation limit is designed to prevent the 
amplitude of the high frequency carrier falling to a level which could cause 
interruption of the energy transfer via the modulated carrier wave between the 
reader and the card which has no separate energy source of its own. It also 
reduces sidebands and therefore allows a relative increase in the intensity, or 
15 signal strength, of the fundamental center frequency, thereby increasing the 
operating range of the application. ISO 14443 also caters for 100% amplitude 
modulation when transmitting data from die reader to die card. The resultant 
interruption of energy transfer to the card must be allowed for. 

U.S. Patent No. 5,241,160 assigned to the present applicants discloses a 
20 bi-directional contactless data transaction card wherein the reader has a 
matched antenna circuit allowing the tuned frequency thereof to be ma i nt ai ne d 
regardless of any changes in die length of cable connecting the antenna thereto. 
According to a preferred data communications protocol, data is transferred from 
the reader to the card by using a specially adapted 100% amplitude modulation, 
25 pulse width encoded signal, responsive to data bits of a defined logic leveL As a 
result, energy transfer to the card is momentarily interrupted. During this brief 
time interval, the logic functions of the card are sustained via a capacitor which 
is charged during the period of time that energy is transferred from the reader to 
the card Data is transferred from the card to the reader by decoupling the tuned 
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antenna circuit in the card. Such a decoupling technique results in a significant 
increase in the signal level of the reader antenna than is achieved by any other 
loading scheme. It also causes interruption of power transfer to the card via the 
carrier signal, during which power is maintained via the capacitor. These 

5 advantages notwithstanding, decoupling the card antenna does not conform to 
the prevalent ISO 14443 standard. 

There are clearly advantages to be gained in providing a data transaction 
card which allows for earner wave modulation to be performed both according 
to ISO 14443 as well as to our own p r o prietar y protocol This would allow 

io more efficient manufacture with reduced stocks resulting in a single card 
offering upward compatibility for existing users whilst also supporting the ISO 
14443 protocol. 

It would therefore be a significant improvement if there were provided a 
data transaction card having a contactless interface allowing low or 100% 
15 amplitude modulation of the reader carrier signal for reader to card data transfer 
and also allowing for either decoupling or partial loading of the tuned antenna 
circuit therein for card to reader data transfer, so as to allow for compatibility 
with all applications and also to offer greater versatility to those end users who 
will thus be free to choose whichever protocol better suits their needs. 

20 SUMMARY OF THE INVENTION 

It is a principal object of the invention to provide a data transaction card 
having a contactless mode of operation selectably operating in accordance with 
different communications protocols. 

It is a further object of the invention, to provide such a data transaction 
25 card wherein operating parameters associated with the communications 
protocols can be set by the manufacturer or user in accordance with customer 
requirements. 
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In accordance with a broad aspect of the invention there is provided a 
data transaction device having a contactless mode of operation and comprising: 

an antenna coil coupled to a processing unit via an antenna interface for 
allowing contactless data transmission between the data transaction card and a 
5 remote transceiver, and 

a circuit within the antenna -interface including a variable loading means 
for modulating a signal transmitted by the remote transceiver and received by 
said antenna coil with outgoing data generated by the processing unit for 
transmitting via the antenna coil to the remote transceiver, wherein said circuit 
10 includes: 

the variable loading means being connected in series with a load seen by 
the antenna coil, a capacitance being connected across said load, the variable 
loading means for effecting a change in impedance of the load seen by the 
antenna coil thus allowing amplitude and/or phase modulation of said signal 
15 without complete interruption thereof and regardless of the magnitude of the 
capacitance connected across or forming part of said load. 

Preferably, the antenna interface includes a bi-directional com- 
munications interface including a demodulator for amplitude demodulating an 
electromagnetic field across the antenna coil so that the electromagnetic field 
20 functions as a modulated carrier wave allowing the data to be extracted 
therefrom using amplitude modulation having a low modulation index and 
regardless of the magnitude of any capacitance connected across the load. The 
variable loading means may include a resistor or a non-linear element having 
connected thereacross a switch. Modulation is achieved by closing and opening 
25 the switch as a function of the outgoing data, whereby the impedance of die 
variable loading means varies from zero to the resistance of the resistor or the 
impedance of the non-linear element. 

A contact mode may also be provided wherein data is fed serially via 
contacts in a contact field. Preferably, the processing unit is a microprocessor 



WO 99/34326 



PCIYIL98/00624 



-7- 

having suitable input/output (i/o) ports and data is fed thereto in contact and 
contactless modes by different i/o ports. This enables the contacts in the contact 
field to be fixedly connected to the microprocessor, data being selected, by 
default; from the antenna coil if an electromagnetic field is detected across the 
5 antenna coil by the demodulator in the antenna interface; and data being 
selected from the contact field otherwise. 

The processing unit and the antenna interface may, if desired, be 
integrated on a single chip. 

BRIEF DESCRIPTION OF THE DRAWINGS 

io In order to understand the invention and to see how the same may be 

carried out in practice, a preferred embodiment will now be described, by way 
of a non-limiting example only, with reference to the accompanying drawings, 
in which: 

Figs, la, lb and 1c show functionally a data transaction card according 
15 to the invention having an antenna interface; 

Fig. 2 shows schematically a protocol selector within the antenna 
interface shown functionally in Figs, la to lc; 

Fig. 3 shows schematically a detail of a variable loading means 
according to a first embodiment of the invention; 
20 Fig. 4a shows schematically a detail of a variable loading means 

according to a second embodiment of the invention; 

Fig. 4b shows graphically a voltage/current characteristic of a non-linear 
element for use in the variable loading means depicted in Fig. 4a; 

Fig. 5a shows schematically a detail of a variable loading means 
25 according to a third embodiment of the invention employing a non-linear 
element having a controllable voltage/current characteristic; 
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Fig. 5b shows graphically a series of controllable voltage/current 
characteristics of the non-linear element for use in the variable loading means 
depicted in Fig. 5a; 

Fig, 6a is a functional representation of the shunt regulator depicted in 
5 Fig. lc; 

Fig. 6b is a circuit diagram of the shunt regulator shown functionally in 
Fig. 6a; 

Fig. 7 shows schematically operation of a controllable r.£ shunt load 
within the antenna interface of the data transaction card; 
io Fig. 8a shows schematically a demodulator for demodulating a "LOW 

M" modulated signal; 

Figs. 8b, 8c and 8d show, respectively, graphical waveforms of the 
incoming signal fed to the demodulator input, a differentiated incoming signal 
and die signal appearing at the output of the demodulator shown in Fig. 8a; 
1 s Fig. 9a shows schematically a demodulator for demodulating a "HIGH 

M 7 ' modulated signal; 

Figs. 9b and 9c show graphically input and output voltage waveforms 
associated with the demodulator illustrated in Fig. 9a; 

Fig. 10 shows schematically a circuit for selecting the tuning capaci- 
20 tance of the antenna resonant circuit using the EEPROM; 

Fig, 11 shows the effect of hysteresis on the reset voltage, RST; 
Fig. 12 is a table comparing control signals and data flow in the 
microprocessor and the antenna interface for contact and contactiess mode, 
respectively; 

25 Fig. 13 is a flow diagram showing title principal operating steps on 

powering up a microprocessor having two data I/O ports; 

Fig. 14 is a flow diagram showing the principal operating steps 
associated with powering up the antenna interface when connected to a 
microprocessor having two data I/O ports; 
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Fig. 15 is a flow diagram showing the principal operating steps on 
powering up a microprocessor having a single data I/O port; and 

Fig. 16 is a flow diagram showing the principal operating steps 
associated with powering up the antenna interface when connected to a 
5 microprocessor having a single data I/O port 

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT 

Fig la shows the structural interconnection of a data transaction card 10 
according to the invention and having both "contact" and "contactless" modes 
of bi-directional data transmission There is provided a contact field 1 1 having a 

10 plurality of contacts each of which is connected by a separate line 13 to a 
microprocessor 14. Associated with the microprocessor 14 are processing and 
memory capability as is known in smart cards and described, for example, in 
our U.S. Patent No. 5,241,160 the contents of which are incorporated herein by 
reference. Typically, six or eight contacts are provided of which five are 

15 typically active as standard in die contact field 11 and each of these is 
connected by a separate line 13 to the microprocessor 14. As shown, the 
contact field 11 has contacts labeled "GND", "Vcc", "RST", "CLK", "Id", 
"I0 2 " and 'TEST". The contact Vcc is connected to the voltage supply input 
Vcc of the microprocessor 14 which has a pair of i/o ports lO\ and I0 2 

20 connected to the corresponding contacts in the contact field 11. The micro- 
processor 14 also has a reset terminal RST connected to the contact "RST" in 
the contact field 1 1; and a clock terminal, CLK connected to the contact "CLK" 
in the contact field 11. The microprocessor 14 also has a ground terminal, GND 
connected to the contact "GND" of the contact field. 

25 Non-contact bi-directional data transmission is effected by a antenna 

coil 15 which is connected to four of the lines 13 (CLK, RST, Vcc and GND) 
via an antenna interface 16 and which allow for specific features of the 
microprocessor 14 to be controlled Data itself is transmitted serially via a fifth 
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line I0 2 from the antenna interface 16 to the microprocessor 14. The antenna 
interface 16 has a pair of coil connection terminals 20 and 21 for connecting the 
antenna coil 15 thereto and a voltage supply terminal 22 for connecting to the 
voltage supply input Vcc of the microprocessor 14 in parallel with the 

5 contact "Vcc" in the contact field 11. A ground terminal, GND allows 
connection of the antenna interface 16 to the GND terminal of the 
microprocessor 14 in parallel with the ground contact "GND" in the contact 
field 11. The "TEST" contact in the contact field 11 functions as a program/test 
connection terminal which allows access to the antenna interface 16 for 

10 programming and testing thereof. The "RST" line is mutually connected to the 
"RST" contact in the contact field 11, to the antenna interface 16 and to a reset 
port RST of the microprocessor 14. Likewise, the "CLK" line is connected in 
parallel with die "CLK" contact in the contact field 11, to the antenna inter- 
face 16 and to a clock port CLK of die microprocessor 14. The IO2 line is fed 

15 to the "I0 2 " contact in the contact field 11, to die antenna interface 16 and to 
die second i/o port IO2 of the microprocessor 14 (constituting a contacdess i/o 
port thereof). 

In order to select properly the required mode of operation, the 
microprocessor 14 is programmed to recognize an initial state at 1 'power on" 

20 corresponding to the presence or absence of an electromagnetic field induced in 
the antenna coil 15. This, of course, can provide an indication as to whether 
data is to be transmitted in contacdess mode, in which case the microprocessor 
14 ignores any data on the line 13 transmitted thereto in "contact" mode and 
decodes any incoming data transmitted in "contacdess' 7 mode according to a 

25 predetermined "contacdess" communications protocol. Alternatively, data is 
transmitted from the memory in the microprocessor 14 to an external reader in 
"contact" mode via the contact field 11 using the appropriate "contact" 
communications protocol. 



i 
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Such an arrangement thus enables separate communications protocols to 
be employed for the bi-directional transmission of data in "contact" and 
"contactless" mode. Since employing the unmodified ISO Standard 7816 for 
"contacdess" data transmission is unsuitable, this means that a microprocessor 
s which has been pre-programmed for data transmission in "contact" mode using 
the ISO Standard 78 16 is not suitable for direct bi-directional data transmission 
in "contactless" mode without further modification. The ISO 14443 standard 
for contactless data transmission has two transmission protocols known as 
Types "A" and "B'\ Type "A" reader to card communication allows for high 
10 modulation index having a modulation index of 100% and Type "B" reader to 
card communication allows for low modulation index having a modulation 
index of 10%. Both Types "A" and "B" use light load changes to modulate 
outgoing data back from the card to the reader, where the data is first used to 
modulate a sub-carrier signal at 847.5 KHz (using two different bit encoding 
is schemes) and the resultant signal constitutes the modulating outgoing signal. 
The protocol set out in our above-mentioned U.S. Patent No. 5,241,160 
employs 100% modulation index for reader to card communication utilizing a 
custom PWM bit encoding scheme. For card to reader communication, it 
employs decoupling of the reader antenna, which is equivalent to a "heavy 
20 load" change. According to an alternative embodiment, "heavy loading" of the 
antenna coil is used instead of decoupling thereof for card to reader 
communication. In the following description, such "heavy loading" modulation 
for card to reader transmission in association with 100% modulation index for 
reader to card transmission, as taught in our U.S. Patent No. 5,214,160, will be 
25 referred to as the "OH protocol". In order to allow for contactless data 
transmission according to either of the ISO 14443 protocols or to the OTI 
protocol, the antenna interface 16 allows for data which has been modulated 
according to either scheme to be correctly processed How this achieved, in 
practice, will become clearer from the following detailed description. 



WO 99/34326 



PCT/IL98/00624 



- 12- 

Having described die external connections of the antenna interface 16, 
the internal circuitry thereof will now be described with particular reference to 
Figs, lb and 1c of the drawings. Connected to the coil connection terminals 20 
and 21 are AC voltage rails 35 and 36 for feeding an AC voltage thereacross 
5 when the antenna coil 15 is inductively coupled to an electromagnetic field, 
such as described in our above-mentioned U.S. Patent No. 5,241,160. 

Coupled across the AC voltage rails 35 and 36 is a bridge rectifier 37 
whose negative output is connected to GND and whose positive output is 
connected to the high DC voltage terminal 22 so that when the data transaction 
10 card 10 is in contactless mode and a sufficiently strong electromagnetic field is 
induced across title antenna coil 15, a sufficiently high DC voltage level is 
produced by the bridge rectifier 37 for supplying power to the micropro- 
cessor 14 in parallel with the contact CI in the contact field 11. 

Coupled across the AC voltage rails 35 and 36 is a fixed capacitor 38 
15 providing coarse tuning to the desired operating frequency, fine tuning being 
achieved by means of a tuning capacitor 39 whose capacitance may be varied 
as will be explained in greater detail below. Together with the antenna coil 15, 
the fixed capacitor 38 and the tuning capacitor 39 constitutes a resonant circuit 
whose resonant frequency is thus adjustable by altering the capacitance of the 
20 tuning capacitor 39. 

The voltage appearing across the AC voltage rails35 and36 is 
dependent on the strength of the electromagnetic field induced across the 
antenna coil 15 and this, in turn, depends on the strength of the external 
electromagnetic field as well as the proximity of the antenna coil 15 thereto. In 
25 order to ensure that the voltage thus developed across the AC voltage rails 35 
and 36 is never too large to damage the microprocessor 14, there is connected 
across the AC voltage rails 35 and 36 a r.f. shunt load 40 which ensures that 
the voltage across the AC voltage rails 35 and 36 may not exceed a predeter- 
mined threshold, Vmax- The rf. shunt load 40 is controlled by an overvoltage 
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protection control 41 which is connected to the DC output V BR of the bridge 
rectifier 37. A further input E 2 is connected to a programming signal as will be 
described in greater detail below. 

The high DC voltage Vcc is fed to the input of a reference voltage 
5 supply 42 which generates at an output thereof a voltage reference Vref which 
serves as the reference voltage for the remaining circuitry in the antenna 
interface. 

In order to allow for the bi-directional transfer of data in contactiess 
mode, the antenna interface 16 further includes a bi-directional data 
io communications circuit including therein the r.f shunt load 40 as well as a 
variable loading means 45, a protocol selector 46 and a demodulator 47. The r.f. 
shunt load 40 effects "heavy loading" of the antenna coil 15 in response to a 
"Heavy Mode" Modulation signal produced by the protocol selector 46. The 
variable loading means 45 effects light load changes to the antenna coil 15 
is responsive to a "Light Mode" Modulation signal produced by the protocol 
selector 46. It further extracts the "LOW M" signal in response to the reader to 
card low modulation index mcoming signal for feeding to the demodulator 47. 
The protocol selector 46 is responsive to the E 2 signal for allowing operation of 
the data communication circuit according to a selected one of the 
20 above-mentioned protocols. The IOz data line connects the protocol selector 46 
to the microprocessor 14 so as to allow for "contactiess" bi-directional data 
communication therebetween. Respective Tight Load" and "Heavy Load" 
Modulation signals are produced by the protocol selector 46 in response to data 
on the IO2 data line according to me E 2 signal fed thereto, these modulation 
25 signals being fed to the variable loading means 45 and to the r.f. shunt load 40, 
respectively. Also fed to the protocol selector 46 is the 847.5 KHz clock signal 
produced by the clock generator 5 1, constituting the sub-carrier signal on which 
data is superimposed by a sub-carrier modulator as described in greater detail 
with reference to Fig. 2 of the drawings. Respective "LOW M" and "HIGH M" 
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demodulation sigaals are fed to the protocol selector 46 in response to 
corresponding signals produced by the demodulator 47, so as to select one of 
the two sigaals for feeding to the microprocessor 14 along the IO2 data line. 
The demodulator 47 comprises a "LOW M" demodulator 48 which is 
5 responsive to the "LOW M" signal produced by the variable loading means 45 
for extracting the data superimposed thereon for feeding the "LOW M" 
demodulation signal to the protocol selector 46. Likewise, a "HIGH M" 
demodulator 49 within the modulator 47 is responsive to the r.f. signal across 
the coil 15 for extracting the data superimposed thereon for feeding the "HIGH 
10 MP demodulation signal to the protocol selector 46 

A reset circuit 50 has an output RST connected to the reset connection 
terminal "RST" of the microprocessor 14 for effecting different resets according 
to whether the data transaction system 10 is in contact mode or contactless 
mode. The reset circuit 50 is fed voltage from the high voltage DC rail Vcc and 
15 is responsive to the reference voltage Vref and to a mode status flag MODE 
indicating whether the data transaction system 10 is operating in contact mode 
or contactless mode. The reset circuit 50 has a further input E 2 connected to a 
programming signal as will be described in greater detail below. 

Timing signals to the microprocessor 14 are provided by means of a 
20 clock generator 51 having an input coupled to the AC voltage rails 35 and 36 so 
as to be responsive to the frequency of the electromagnetic field across the 
antenna coil 15 for providing the required timing signals. The clock circuit 51 
like the reset circuit 50 described above, is responsive to the mode status flag 
MODE and has a further input E 2 connected to a programming signal as will 
25 be described in greater detail below. 

In order to provide the required mode status flag MODE which is fed to 
the reset circuit 50 and the clock generator 51, there is provided a mode 
detector 52 having an input connected to the A.C. voltage rail 35 so as to detect 
the presence of the electromagnetic field across the antenna coil 15 when the 
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data transaction system 10 is in contactless mode. In this case, the output 
MODE of the mode detector 52 is set to logic "0"; otherwise it is set to logic 

Operation of the antenna interface 16 may be controlled and customized 
5 by means of an EEPROM 53 and a programming unit (not shown). The 
progr amming unit is connected to the EEPROM 53 so as to allow desired 
programming and data signals to be fed to the EEPROM 53. Specifically, 
during an initial programming stage, a voltage of 5 V is fed to the antenna 
interface 16 via the contact "TEST" in the contact field 11 when data is to be 
10 entered into the programming unit During a subsequent "burn in" stage, an 
elevated voltage of 12 V is fed thereto when the data is to be written to the 
EEPROM 53. Programming of the EEPROM 53 via the programming unit is 
accomplished by clocking a data string into a shift register within the 
programming unit via the data i/o contact "102" of the contact field 11. The 
is programming data is fed serially so as to fill the shift register, whereupon the 
contents of the shift register are loaded into the EEPROM 53 by applying a 12 
volt DC level to the contact "TEST' in the contact field 11. During this 
procedure, fee clock signal which is fed to the programming unit is not derived 
by the clock generator 5 1 but, ratho; is fed externally via die contact tt CLK" in 
20 the contact field 11. Different E 2 outputs of the EEPROM 53 are fed to the 
tuning capacitor 39, the overvoltage protection 4 1, the reference voltage genera- 
tor 42, the protocol selector 46, the reset circuit 50, the clock generator 51 and 
die shunt regulator 61. Likewise, in order that the output MODE may be set to 
a desired logic level regardless of the presence or absence of the electromag- 
25 netic field across the antenna coil 15, the mode detector 52 is also responsively 
coupled to the EEPROM 53 so that its status can be programmed. 

Different bits of the EEPROM 53 contain control parameters for 
altering die characteristics of the antenna interface 16. Specifically, three types 
of control parameter are stored in the EEPROM 53, these being (i) magnitude 



WO 99/34326 



PCT/IL98/00624 



- 16- 

selection parameters, (ii) configuration selection parameters and (iii) 
enable/disable parameters. The magnitude selection parameters allow for 
customization and/or optimization of the reference voltage Vref, the Vcc 
threshold sensed by die reset circuit 50, die capacitance of the tuning 
5 capacitor 39, the clock output frequency of the clock generator 51, the Vcc 
limit level controlled by the shunt regulator 61 and the overvoltage protection 
clamp level controlled by the overvoltage protection control 41. The 
configuration selection parameters configure the protocol selector 46 to operate 
according to the required protocol. Likewise, circuit elements (not shown) 
io within the antenna interface 16 are connected to the output of the EEPROM 53 
and are responsive to die enable/disable control parameters so that they can be 
permanently disabled. The EEPROM 53 thus constitutes an encoding means 
for encoding whether selected circuit components are to be enabled or disabled. 
The reset circuit 50 effects different resets according to whether the data 
is transaction system 10 is in contact or contacdess mode. Specifically, in contact 
mode the output RST of the reset circuitSO goes tristate so as to allow the 
microprocessor reset to be fed externally to the microprocessor 14 via the 
contact "RST" in the contact field 11. In contacdess mode, an active LOW reset 
signal is fed to the microprocessor 14 and the reset condition depends on the 
20 level of the high voltage DC rail Vcc in accordance with data stored in die 
EEPROM 53. Thus, if Vcc is greater than a predetermined threshold Vhksh 
stored in the EEPROM 53, then the output RST goes HIGH. On the other 
hand, if die value of Vcc is less than a predetermined threshold Vlow stored in 
die EEPROM 53, then the output RST goes LOW. 
25 A first capacitor 56 is connected between V B r and GND whilst a second 

capacitor 57 is connected between Vcc and GND. Optionally a high 
capacitance external capacitor 59 may be connected between Vcc and GND 
and stores charge during the time that an electromagnetic field appears across 
the coil 15. The stored charged is then discharged and serves to supply energy 
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to the data transaction card's electronics during an absence of the 
electromagnetic field across the antenna coil 15. Alternatively, when a low 
index modulation is required in accordance with Type "B" ISO 14443, then 
during manufacture of the data transaction card 10, the external capacitor 59 
5 may be dispensed with so as to reduce the overall bulk of the data transaction 
card 10. Regardless of whether or not a discrete external capacitance is 
connected, there will always be some intrinsic capacitance associated with the 
microprocessor 14 and this is thus constituted, at least partially, by the external 
capacitance 59 shown in Fig. 1. Within the context of the annexed claims, it is 
io to be understood that the external capacitance minimally relates to the intrinsic 
capacitance of the microprocessor 14 and optionally also may include a discrete 
capacitance connected across the antenna interface 16. 

The shunt load 58 serves the purpose of maintaining the voltage Vcc to 
within a required leveL The shunt load 58 is controlled by a shunt control 60 
is responsive to the DC line voltage Vcc and having a further input E 2 connected 
to a programming signal. The shunt load 58 in combination with the shunt 
control 60 constitutes a shunt regulator 61 as will be described in greater detail 
below with particular reference to Figs. 6a and 6b of the drawings. 

Fig. 2 shows schematically and in simplified farm the protocol selector 
20 46 which, in effect, acts as a two-pole two-way protocol selector switch 62 
having switch elements 62a and 62b which are independently responsive to the 
E 2 signal for selecting either "Light Load" or "Heavy Load" modulation and 
either "LOW M" or "HIGH NT demodulation, respectively. For the purpose of 
achieving "Light Load" modulation, there is connected a sub-carrier modulator 
25 63 to the appropriate switch contact of the switch element 62a and which is 
responsive to the 847.5 KHz clock signal for modulating the outgoing data to 
be sent by the card to the reader. ISO Types "A" and "B" protocols each 
employ a respective bit-encoding scheme: Type "A" employs Manchester 
ON/OFF keying for modulating the sub-carrier with the outgoing data, whilst 
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Type "B" employs NRZ BPSK for modulating the sub-carrier with the outgoing 
data. Selection of the desired modulation scheme is achieved by virtue of the E 2 
signal fed to the protocol selector 46. The sub-carrier modulation is active only 
for card to reader communication. The sub-carrier modulator 63 may be any of 
5 many conventional well known circuits. 

Fig. 3 shows schematically a detail of me variable loading means 
according to a first embodiment of the invention designated generally as 65 and 
including a resistor 66 having connected thereacross a switch 67. The 
impedance of me variable loading means 65 varies from zero to the resistance 
io of the resistor 66 according to whether the switch 67 is closed or open, whereby 
modulation of the signal may be achieved by opening and closing the switch 67 
as a function of the outgoing data. As seen in Fig. lc, the voltage on one 
terminal of the resistor 66, which is part of the data communications circuit 45, 
is Vcc whilst the voltage on the other terminal proximate the bridge rectifier 37 
is is V B r. The signal derived from the junction of the resistor 66 and the bridge 
rectifier 37 is proportional to the current It supplied via the bridge rectifier 37. 
The current I, is proportional to the amplitude of the carrier signal generated by 
the reader and hence is proportional to the modulated signal which must be 
demodulated in order to extract the incoming data superimposed on the carrier 
20 signal by the reader. Thus, the resistor 66 is an integral component of the 
demodulator operation since it is via the resistor 66 mat the demodulator 47 
derives its input signal. 

It is, of course, known to vary the load across an antenna coil in order to 
modulate a carrier signal with outgoing data stored in a memory of a data 
25 transaction device. However, hitherto proposed loading techniques employ a 
variable load connected in parallel with the antenna coil either on the r.£ side 
directly in parallel with the antenna coil or on the D.C. side after rectification of 
the manning signal. "Heavy" loading is best achieved by connecting the 
variable load in parallel with the antenna coil on the r.£ side. However, if such a. 
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schemc is used for "Lighf ' loading modulation, the voltage changes seen at the 
r.f. side are essentially the same as those seen at the output of the bridge 
rectifier. This being the case, it is preferable to connect the variable load on the 
D.C. side of the antenna coil because it is much more difficult to realize an r.f. 
5 switch which is responsive to a desired modulation level than at the D.C. side. 

The present invention contemplates the connection of an external 
capacitor 59 having a large capacitance at the D.C. side between Vcc and GND 
in order to maintain power during power interruption associated with OH and 
ISO Type "A" protocols, . However, when the large external capacitor 59 is 
10 connected, any effect of low index reader to card signal demodulation (ISO 
Type "B") by sampling Vcc or the A.C voltage rails, and any effect of card to 
reader signal modulation by parallel light loading, either on the D.C. side or die 
r.f. side (ISO Types "A" and *TT)> is masked by the external capacitor to the 
extent that reader to card modulation cannot be detected by the card, and card 
15 to reader modulation cannot be detected by the reader. It is tme that the external 
capacitor is redundant when ISO Type "B" protocol only is used, but typically 
it is connected during manufacture when, of course, it is not known which 
protocol will be employed and when, therefore, the option must be left 
available for all types of modulation. . 
20 In the invention, as described schematically with reference to Fig. 3, 

these drawbacks arc overcome by exploiting the series resistance. By connec- 
ting the resistor 66 in series die remaining circuitry as opposed to die known 
parallel load connection thereof the masking effect is completely eliminated 
and the presence of die large external capacitor 59 actually boosts both the 
25 outgoing and die incoming signals by maintaining Vcc constant during die 
relatively feist changes associated with the outgoing and the incoming signals. 

Fig. 4a shows schematically a detail of the variable loading means 
according to a second embodiment of the invention designated generally as 70 
and including a non-linear element 71 having a voltage/current characteristic as 
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shown graphically in Fig. 4b. Connected across the non-linear element 71 is a 
switch 72 whereby the impedance of the variable loading means 70 may be 
varied from zero to the impedance of the non-linear element 71 according to 
whether the switch 72 is closed or open. Thus, when the switch 72 is open, the 

5 voltage appearing across the non-linear element 71 is Vt, whilst when the 
switch 72 is closed die voltage across the non-linear element 71 falls to zero 
and the current rises by AI^ By such means, modulation of the signal may be 
achieved by opening and closing the switch 72 as a function of the outgoing 
data. Demodulation of the low index reader to card signal is achieved by 

10 syphoning off a small portion (k« 1) of the current I t . The current I t supplied 
via the bridge rectifier 37 is proportional to the amplitude of the modulated 
carrier signal generated by the reader and hence that small component winch is 
syphoned off is also proportional to the modulated signal which must be 
demodulated in order to extract the incoming data superimposed on the carrier 

is signal by the reader. The current k \ constitutes the "LOW M" signal fed to the 
demodulator 47. 

Fig. 5a shows schematically a detail of the variable loading means 
according to a third embodiment of the invention including a non-linear 
element 75 having a controllable voltage/current characteristic as shown 

20 graphically in Fig. 5b. By controlling which voltage/current characteristic is 
operative at any given time, the impedance of the variable loading means 75 
may be varied For example, if the initial characteristic corresponds to the point 
76 on the curve AVi and the operating characteristic is now changed to the 
point 77 on the curve AV4, the current through the non-linear element 75 rises 

ts by AI N . By such means, modulation of the signal may be achieved by selecting 
different operating characteristics as a function of the outgoing data. The 
demodulation is achieved in similar manner to that described above with 
reference to Fig. 4a of the drawings. 
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Fig. 6a is a schematic representation showing the operation of the shunt 
regulator 61. A voltage source 80 having a voltage V s together with a series 
resistor 81 having a resistance Rs models the energy supply by the reader to the 
card via the coil 15. A load, represented by a resistor 82 having a resistance 
5 connected to the junction of the shunt regulator 61 and the resistor 81 
represents the impedance of the remaining circuitry of the card. 

Fig. 6b is a circuit diagram showing schematically a detail of the shunt 
regulator 61 comprising the shunt load 58 and shunt control 60. The shunt load 
58 is a MOSFET 80 and the shunt control 60 comprises an OP AMP 81 whose 
10 inverting input is connected to a reference voltage Vref and to whose 
non-inverting input is connected a voltage equal to k Vcc derived via a bank of 
resistors 82, 83, 84, 85, 86 and 87 connected between Vcc and GND. The 
current passing through the bank of resistors may be varied by shorting 
different ones of the resistors 82 to 85 by means of corresponding MOSFET 
is switches 87, 88, 89 and 90 whose gate terminals arc connected to a respective 
bit in the EEPROM 53. Thus the fector k may be controlled by varying the 
contents of the EEPROM 53. The resultant closed-loop configuration of the 
shunt regulator 61 thus acts to limit the voltage Vcc so as to not to exceed a 
controllable level 

20 Fig. 7 is a circuit diagram showing schematically a detail of the r.£ shunt 

40 and overvoltage control 41. The r.f. shunt 40 is realized by a MOSFET 95 
connected across the coil connection terminals 20 and 21 whilst the overvoltage 
control circuit 41 comprises an OP AMP 96 whose output is fed to the gate of 
the MOSFET 95 via a resistor 97. Also fed to the gate of the MOSFET 95 via a 

23 rectifier diode 98 is the 'Heavy Load" modulation signal derived from the 
protocol selector 46. A reference voltage Vref is fed to the inverting input of 
the OP AMP 96 whilst to die non-inverting input thereof is fed a voltage signal 
derived from a controllable voltage divider 99 connected between the output 
voltage rail V B r of the bridge rectifier 37 and GND. The voltage divider 99 is 
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shown schematically to comprise two resistors 100 and 101, although, in 
practice, the resistor 101 comprises a series of resistors similar in construction 
to the bank of resistors 82 to 85 shown in Fig. 6b and each being switchable via 
a corresponding MOSFET switch controlled by respective outputs of the 
s EEPROM 53. By such means, the effective resistance of the resistor 101 may 
be varied and this, in turn, allows the fractional voltage applied to the OP AMP 
96 also to be varied. 

The function of the r.f shunt load 40 together with the overvoltage 
protection control 41 is to limit the maximum D.C. voltage V B r at the output of 
10 the bridge rectifier 37 when the field strength of the electromagnetic field 
across the antenna coil 15 is too high Without such limitation, bringing the data 
transaction card 10 into closer proximity to the reader, for example, might so 
increase the electromagnetic field across the antenna coil 15, that the resultant 
increase in the D.C. voltage V B r could destroy die CMOS circuitry in data 
is transaction card 10. 

The operation of the r.f. shunt load 40 and associated control circuit 41 
is as follows. When die electromagnetic field strength across the antenna coil 
15 increases, the voltage V B r at the output of die bridge rectifier 37 increases. 
As a result, the fractional voltage appearing across the resistor 99 and applied to 
20 the non-inverting input of the OP AMP 96 also increases. The voltage applied 
via the resistor 97 to the gate of the MOSFET 95 therefore increases thereby 
decreasing its impedance. The load applied across the antenna coil 15 thereby 
increases, thus tending to reduce die A.C. voltage across the bridge rectifier 37 
and so reducing the D.C. voltage V B r. The reverse applies when the 
25 electromagnetic field strength across the antenna coil 15 decreases whereupon 
the impedance of the MOSFET 95 rises thereby tending to increase the D.C. 
voltage V BR . 

Fig. 8a is a circuit diagram of the "LOW M" demodulator 48. A 
comparator 105 has an inverting input tied to GND there being connected to a 
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non-inverting input thereof a conventional differentiator comprising a capacitor 
106 both of whose terminals are tied to GND via respective resistors 107 and 
108. The "LOW M" signal is fed to the junction of the capacitor 106 and the 
resistor 108. 

5 Figs. 8b, 8c and 8d show, respectively, the input data signal, the 

differentiated signal fed to the non-inverting input of the OP AMP 105 and the 

data signal appearing at the output of the comparator. 

Fig. 9a is a circuit diagram of the "HIGH M" demodulator 49. A 

comparator 110 has an inverting input tied to GND there being fed to a 
10 non-inverting input thereof a modulated high frequency carrier signal via a 

diode 111. A capacitor 112 is connected between the non-inverting input of the 

OP AMP 110 and GND in parallel with a resistor 113. 

Figs. 9b and 9c show, respectively, the high index, reader to card 

modulated carrier signal and the data signal appearing at the output of the 
15 comparator. 

Reference is now made to Fig. 10 where use of the EEPROM 53 is 
described for selecting one of eight predetermined values ranging from zero 
through 7C for the tuning capacitor 38 in the antenna interface 16. The tuning 
capacitor 38 is implemented by a capacitor bank shown generally as 115 and 
20 comprising three capacitors 116, 117 and 118 connected in parallel and having 
respective capacitances equal to C, 2C and 4C. Thus, by connecting selected 
ones of the capacitors in circuit, the total capacitance of the capacitor bank 115 
may be varied from zero (when none of the capacitors is connected) to 7C 
(when all the capacitors are connected). 
23 In order to provide die required selection, each of the capacitors 116, 

117 and 118 is connected in series with a corresponding MOSFET 119, 120 
and 121 whose gate terminals are connected to a respective bit in the EEPROM 
53 which thus provides the gate voltage HIGH or LOW for switching each 
MOSFET on or off. By such means, the corresponding bits in the EEPROM 
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53 effect enabling or disabling of the capacitors 116, 117 and 118 allowing the 
capacitance of the capacitor bank 115 to be varied as required. The number of 
different capacitance levels thus selectable is, of course, equal to 2 N where N is 
the number of capacitors in the capacitor bank 115 having respective 
5 capacitances ranging in value from C to C • 2 {tf ~ X) and each being selectable by 
a dedicated bit of the EEPROM 53. By such means, the net capacitance of the 
capacitor bank 115 may be varied from zero through O (2* -l). 

Fig. 1 1 summarizes the relationship between the output RST of the reset 
circuit 50 as a function of the DC voltage Vcc. Thus, it is noted that as the 
10 value of Vcc rises, the reset voltage RST may rise slightly until, at a certain 
level equal to approximately 1 V, the reset voltage RST falls and remains LOW 
until Vcc reaches the threshold Vh, whereupon the reset voltage RST goes 
HIGH. As Vcc is now reduced, the value of the reset voltage RST slowly fells 
in proportion to the fall in Vcc, until Vcc reaches the voltage threshold V L 
15 whereupon the reset voltage RST goes from HIGH to LOW. The difference 
between the two voltage thresholds V H and V L defines the degree of hysteresis 
associated with the reset circuit 50 and is adjustable in accordance with a 
control parameter fed by the EEPROM 53 to the reset circuit 50. 

The clock generator 51 creates different clock signals according to 
20 whether the data transaction system 10 is in contact or contactless mode. 
Specifically, if in contact mode, the clock 51 is tristate so as to allow the desired 
clock signal CLK to be fed externally to the microprocessor 14 via the contact 
"CLK" in the contact field 11. In contactless mode, there is fed to the 
microprocessor 14 a clock signal whose frequency is an integer division of the 
25 transmitted earner signal, the division ratio being variable and set by respective 
E 2 bits in the EEPROM 53. 

Fig. 12 shows, in tabular form, a comparison of the control signals and 
data fed to the microprocessor 14 and the antenna interface 16 in contact mode 
and contactless mode, respectively In contact mode, the reset signal RST and 
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the clock signal CLK are fed to the microprocessor 14 via the respective 
contacts in the contact field 11. In contactiess mode, no external signals are fed 
via the contact field 11, and the reset signal RST and the clock signal CLK are 
produced by the reset circuit 50 and the clock generator 5 1, respectively. 

5 The mode status flag MODE produced by the mode detector 52 within 

the antenna interface 16 is set to logic "0" for contactiess mode and is set to 
logic " r for contact mode. The mode status flag MODE is used by the control 
logic within the antenna interface 16 in order to dictate its manner of operation 
as will be explained in greater detail below with reference to Fig. 14 of the 

io drawings. 

The microprocessor 14 determines which state of operation is required, 
i.e. contact or contactiess, by sampling the i/o data line IO2 connected to the 
antenna interface 16. In the event that the data transaction card 10 is inserted 
into a card reader and data is fed externally to the contact field 11, then this is 
1 5 done through the contact "10" which is connected to the i/o data line IOi of the 
microprocessor 14. In this case, no data is seen by the i/o data line I0 2 of the 
microprocessor 14 which therefore knows that the data transaction system 10 is 
operating in contact mode. The reverse is true in contactiess mode when data is, 
indeed, fed via the data i/o line I0 2 to the contactiess i/o data line IO2 of the 
20 microprocessor 14. It is thus to be noted that both the microprocessor 14 and 
the antenna interface 16 determine whether to operate in accordance with 
contact or contactiess mode. 

In contact mode, the microprocessor 14 receives timing signals 
externally from the card reader via the contact "CLK" in the contact field 11. 
25 likewise, in contactiess mode, a similar form of clock signal, CLK, is produced 
by the clock generator 51 and is fed to the microprocessor 14. So far as the 
antenna interface 16 is concerned, here again in contactiess mode, the clock 
signal CLK, is produced by the clock generator 51, no signal being applied 
externally to the contact "CLK" of the contact field 11. On the other hand, in 
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contact mode, the clock signal, CLK, is indeed fed externally via the contact 
"CLK" in the contact field 11 and, in order not to interfere with this signal, the 
output of the clock generator 5 1 goes tristate. 

In contact mode, data transmission between the contact "IOi" in the 
5 contact field 11 and die microprocessor 14 is effected using a data 
communications protocol conforming to ISO 7816. In contactiess mode, data 
transmission is effected between the microprocessor 14 and the i/o data line IO2 
of the antenna interface 16 using a contactiess protocol as described above. 

Fig. 13 is a flow diagram summarizing the essential operating steps of 
10 tike microprocessor 14 from an initial "power off" state. Operation of die 
microprocessor 14 commences when all three of the Vcc, CLK and RST 
signals are fed thereto either via the appropriate contacts in the contact field 11 
or, alternatively, via the antenna interface 16. Upon "power on", the i/o data 
line IO2 is sampled, as explained above, in order to determine the presence of 
15 an electromagnetic field corresponding to contactiess mode or its absence 
corresponding to contact mode. In the case of contact mode, the microprocessor 
14 knows that both incoming and outgoing data is to be channeled via the i/o 
data line IOi in accordance with a communications protocol conforming to ISO 
7816. In the case of contactiess mode, the microprocessor 14 knows that both 
20 incoming and outgoing data is to be channeled via the i/o data line IO2 in 
accordance with a contactiess protocol stored within the microprocessor 14. 

Fig. 14 is a flow diagram showing the principal operating steps 
associated with the antenna interface 16 from an initial "power off 5 state. The 
value of the D.C supply voltage Vcc output by the bridge rectifier 37 is 
25 constantly sampled and compared with a stored threshold, typically equal to 1.5 
V below which there is insufficient voltage to energize the circuitry within the 
antenna interface 16. When the voltage Vcc climbs above the minimum 
threshold, the mode detector 52 operates in order to establish whether contact 
or contactiess mode is required. In contact mode, a flag IO2 is set to "0" and as 
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explained above, the clock signal CLK and the reset signal RST are both set to 
tristate. On the other hand, in contactless mode, the flag IO2 is set to "I", the 
reset signal RST is set to "0", (i.e. its active LOW level) and the clock output 
CLK is set to a frequency equal to f Q /N where f 0 is the input frequency of 
5 the carrier signal typically equal to 13.56 MHz and N is a division factor stored 
in the EEPROM 53, typically equal to 3, 4, 6 or 8. By such means the clock 
frequency may be adjusted by the end user according to specific requirements. 

Thereafter, the magnitude of the supply voltage Vcc is continually 
compared with a voltage threshold, V TO whose value is likewise stored in the 
10 EEPROM 53 such that when the supply voltage Vcc exceeds the voltage 
threshold, V TO the reset signal, RST, goes HIGH, logic T. The value of the 
flag I0 2 is equal to the data fed thereto via the bi-directional data commu- 
nications circuit 45. 

The two comparisons of Vcc with the nrinimiirn threshold voltage of 
15 1.5 V and with the threshold voltage Vth are both performed in the background 
continuously. They serve to ensure that the antenna interface 16 is only 
awakened when the voltage Vcc exceeds the minimum threshold of 1.5 V; and 
that data transmission is effected only when the carrier wave constituted by the 
electromagnetic wave across the coil antenna 15 is sufficiently strong that the 
20 supply voltage Vcc exceeds the minimum voltage threshold V ra which itself is 
greater than 1.5. As the data transaction card 10 is moved in and out of the 
external magnetic field, the voltage induced across the coil antenna 15 will vary 
and it is necessary, therefore, to interrupt data transmission when there is 
insufficient induced voltage until the induced voltage is again sufficiently large. 
25 The microprocessor 14 shown in Fig. 1 has two data I/O ports denoted 

IOi and IO2 and thus allow simple determination as to whether the data derives 
from the contact field 11 or die antenna interface 16. However, the antenna 
interface 16 may be further customized via die EEPROM 53 so as to allow 
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such distinction even when used with microprocessors having only a single data 
I/Opoit 

Fig. 15 is a flow diagram summarizing the essential operating steps for 
use with a microprocessor having only a single data I/O port from an initial 
5 "power ofF state. Operation of the microprocessor commences when all three 
of the Vcc, CLK and RST signals arc fed thereto either via the appropriate 
contacts in the contact field 11 or, alternatively, via the antenna interface 16. 
Upon "power on", the single i/o data line IOi is sampled in order to determine 
the presence of an electromagnetic field corresponding to contactless mode or 
io its absence corresponding to contact mode. In the case of contact mode, the 
microprocessor knows that both incoming and outgoing data are to be 
channeled via the i/o data line IOi in accordance with a communications 
protocol conforming to ISO 7816. In the case of contactless mode, the 
microprocessor knows that both incoming and outgoing data are to be 
is channeled via the i/o data line IOi in accordance with a contactless protocol 
stored within the microprocessor. 

Fig. 16 is a flow diagram showing the principal operating steps 
associated with the antenna interface 16 from an initial "power ofT state when 
used with a microprocessor having only a single data I/O port. The value of the 
20 D.C supply voltage Vcc output by the bridge rectifier 37 (shown in Fig. lc) is 
constantly sampled and compared wife a stared threshold, typically equal to 
1.5V below winch there is insufficient voltage to energize the circuitry within 
the antenna interface 16. When the voltage Vcc climbs above the minimum 
threshold, the mode detector 52 operates in order to establish whether contact 
25 or contactless mode is required. In contact mode, aflagK^as well as the clock 
signal CLK and the reset signal RST are all set to "TRISTATE". On the other 
hand, in contactless mode, the reset signal RST is set to "0", (i.e. its active 
LOW level) and the clock output CLK is set to a frequency equal to f Q /N 
where f is the input frequency of the carrier signal typically equal to 
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13.56 MHz and N is a division factor stored in die EEPROM 53, typically 
equal to 3, 4, 6 or 8. By such means the clock frequency may be adjusted by the 
end user according to specific requirements. 

Thereafter, die magnitude of the supply voltage Vcc is continually 
5 compared with a voltage threshold, V TO whose value is likewise stored in the 
EEPROM 53 such that when the supply voltage Vcc exceeds the voltage 
threshold, Vih, the reset signal, RST, goes HIGH, logic "1". Immediately 
thereafter, die flag I0 2 is set to "0" for a short period of time e.g. lOOjis, 
whereafter it is set to the data fed thereto via the bi-directional data commu- 
i o nications circuit 45. 

When used in contact mode, the contact reader provides an external pull 
up resistor that sets the single microprocessor data port IOi to logic "1". Upon 
power-on reset, there exists a 100 us time period during which the data on the 
microprocessor's single data I/O port IOi allows determination as to whether 
is the data thereon derives from the contact field (logic level "1") or from the 
antenna interface (logic level "0"). 

It will be understood that modifications may be effected without 
departing from the spirit of the invention. For example, in die preferred 
embodiment, data transfer is effected in contact mode using the ISO 7816 
20 protocol, any other suitable protocol may be employed 

It will also be appreciated that, whilst the preferred embodiment has 
been described with reference to amplitude modulation of the carrier signal due 
to loading of die card, in practice such loafing also gives rise to phase 
modulation of die carrier signal. Thus, the reader may also detect the change in 
25 phase of the carrier signal relative to its own master clock so as to improve the 
accuracy with which data is read from the card. 

It should also be noted that, whilst in the preferred embodiment, the 
encoding means is implemented by means of an EEPROM, any other suitable 
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means may be employed. For example, a DIP switch or fusible jumpers may be 

used in addition or instead. 

It will be clear that the data card according to the invention differs over 

hitherto proposed data cards also in that, in the invention, data may be present 
5 on the contact field even when data is present on the coil antenna. In such a 

situation the microprocessor may be programmed to relate to the data on only 

one of the data lines or on both data lines simultaneously according to a 

predetermined protocol. 

It will further be understood that whilst the invention has been described 
io with particular reference to a data transaction device in the form of a card, any 

other suitable device is contemplated within the framework of the invention as 

defined in the appended claims. likewise, such a device need not be a 

standalone module but may, if desired, be integrated with other hardware which 

may or may not be portable. 
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CLAIMS: 

1. A data transaction device (10) having a contactless mode of operation 
and comprising: 

an antenna coil (15) coupled to a processing unit (14) via an antenna 
5 interface (16) for allowing contactless data transmission between the data 
transaction device (10) and a remote transceiver, and 

a circuit within the antenna interface including a variable loading means 
(45) for modulating a signal transmitted by the remote transceiver and received 
by said antenna coil with outgoing data generated by the processing unit for 
i o transmitting via the antenna coil to the remote transceiver, 

the variable loading means (45) being connected in series with a load 
(14, 58) seen by the antenna coil, a capacitance (57, 59) being connected across 
said load, the variable loading means (45) for effecting a change in impedance 
of the load seen by the antenna coil thus allowing amplitude and/or phase 
i s modulation of said signal without complete interruption thereof and regardless 
of the magnitude of an external capacitance (59) connected across or forming 
part of said load 

2. The data transaction device according to Claim 1, wherein said circuit 
further includes a demodulator (47) for demodulating the signal so as to extract 

20 incoming data superimposed thereon by the remote transceiver using amplitude 
modulation having a low modulation index and regardless of the magnitude of 
an external capacitance (59) connected across or forming part of said load. 

3. The data transaction device according to Claim 1 or 2, wherein the 
variable loading means (65) includes a resistor (66) having connected 

25 thereacross a switch (67) whereby an impedance of the variable loading means 
varies from zero to the resistance of the resistor according to whether the switch 
is closed or open, said modulation being achieved by altering a status of the 
switch as a function of said outgoing data. 
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4, The data transaction device according to Claim 1 or 2, wherein the 
variable loading means (70) includes a non-linear element (71) having 
connected thereacross a switch whereby an impedance of the variable loading 
means varies from zero to an effective impedance of the non-linear element 

5 according to whether the switch is closed or open, said modulation being 
achieved by altering a status of the switch as a function of said outgoing data. 

5, The data transaction device according to Claim 1 or 2, wherein the 
variable loading means (70) includes a non-linear element (75) having a 
selectable voltage/current relationship (76) and being coupled to a selection 

io means which is responsive to said outgoing data for selecting a corresponding 
voltage/current relationship whereby an impedance of the variable loading 
means may be varied as a function of said outgoing data. 

6. The data transaction device according to Claim 3, wherein the 
demodulator (47) includes: 

15 (a) means for measuring the voltage across said resistor, and 

(b) means for determining the incoming data from changes in said 
measured voltage. 

7. The data transaction device according to Claim 4, wherein the 
demodulator (47) includes: 

20 (a) means for syphoning off a small fixed fraction of the current 

flowing through the non-linear element 

(b) means for measuring the current which is syphoned of£ and 

(c) means for determining die incoming data from changes in said 
measured current 

25 8. The data transaction device according to any one of the preceding 
claims, wherein said circuit further includes a modulator (40) having a loading 
circuit coupled to the antenna coil (15) for loading the antenna coil in response 
to said outgoing data fed to the loading circuit input by the processing unit 
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9. The data transaction device according to Claim 8, wherein the loading 
circuit is also used to effect over-voltage protection (41) thus limiting the 
maximum voltage in the antenna interface produced by an electromagnetic field 
across the antenna coil. 
5 10. The data transaction device according to any one of the preceding 
claims, wherein said circuit further includes a demodulator (47) for 
demodulating the signal so as to extract incoming data superimposed thereon by 
the remote transceiver using amplitude modulation having a high modulation 
index. 

10 11. The data transaction device according to any one of the preceding 
claims, wherein the capacitance (56, 57) across the load is divided across both 
sides of the variable loading means (45) in such a proportion that a portion 
thereof remote from the load is sufficiently large to afford adequate smoothing 
of a high frequency ripple across said portion whilst being not too large as to 

1 s interfere with the modulation and de-modulation of said signal. 

12. The data transaction device according to any one of the preceding 
claims, wherein said load includes a shunt component (58) controlled by a 
shunt regulator (6 1) so as to limit the voltage across the load to a desired level, 
thereby maint aining a desired voltage in the antenna interface produced by an 

20 dectromagnetic field across the antenna coil below a predetermined over- 
voltage protection level regardless of the proximity of the data transaction 
device to the transceiver. 

13. The data transaction device according to any one of the preceding 
claims, further including a protocol selection means (46) for allowing operation 

25 of the data transaction device according to a selected data communications 
protocol. 

14. The data transaction device according to any one of the preceding 
claims, wherein the antenna interface further includes integral customizing 
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means (53) for customizing and/or optimizing the antenna interface for a 
specific application. 

15. The data transaction device according to Claim 12, wherein the 
antenna interface farther includes integral customizing means (53) for 

5 customizing and/or optimizing the antenna interface for a specific application, 
and the desired level of the shunt regulator is controlled by the customizing 
means. 

16. The data transaction device according to Claim 13, wherein: 

the antenna interface further includes integral customizing means (53), 

10 and 

the protocol selector (46) is responsive to said customizing means for 
selecting said data communications protocol 

17. In the data transaction device according to Claim 15 and further 
including a protocol selection means (46) for allowing operation of the data 

is transaction device according to a selected data communications protocol, a 
method for modulating the signal with outgoing data comprising the steps of: 

(a) providing an external capacitor across die load having a capacitance 
of sufficient magnitude to store enough residual energy to supply 
energy to the device during an absence of electromagnetic energy 

zo across the antenna coil, 

(b) setting the desired level of the voltage across the load close to a 
nominal high level, 

(c) adjusting an operating impedance of the variable loading means to a 
minimum, and 

25 (d) loading the antenna coil as required as a function of said d at a. 

18. hi die data transaction device according to Claim 15 and further 
including a protocol selection means (46) for allowing operation of the data 
transaction device according to a selected data communications protocol, a 
method for modulating the signal with outgoing data comprising the steps of: 
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(a) setting the desired level of the voltage across the load close to a 
nominal low level, 

(b) setting the variable loading means to a pre-detennined non-zero 
impedance, and 

5 (c) effecting light loading of the antenna coil as required as a function 

of said outgoing data so that sufficient residual energy remains in 
the antenna coil for supplying energy to the data transaction device. 

19. In the data transaction device according to Claim IS and further 
including a protocol selection means (46) for allowing operation of the data 

10 transaction device according to a selected data communications protocol, a 
method for modulating die signal with outgoing data comprising the steps o£ 

(a) providing an external capacitor across the load having a capacitance 
of sufficient magnitude to store enough residual energy to supply 
energy to the device during an absence of electromagnetic energy 

15 across the antenna coil, 

(b) setting the desired level of the voltage across the load close to a 
nominal high level, 

(c) adjusting an operating impedance of the variable loading means to a 
minimum, and 

20 (d) detecting an incoming signal across the antenna coil. 

20, In the data transaction device according to Claim 15 and farther 
including a protocol selection means (46) for allowing operation of die data 
transaction device according to a selected data communications protocol, a 
method for modulating the signal with outgoing data comprising the steps of 

25 (a) setting the desired level of die voltage across the load close to a 

nominal low level, 
(b) setting the variable loading means to a pre-detennined non-zero 
impedance, and 
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(c) detecting an incoming signal by measuring the voltage across the 
variable loading means. 
21. In the data transaction device according to Claim 15 and further 
including a protocol selection means (46) for allowing operation of me data 
s transaction device according to a selected data communications protocol, a 
method for modulating the signal with outgoing data comprising the steps of: 

(a) setting the desired level of the voltage across the load close to a 
nominal low level, 

(b) setting the variable loading means to a pre-determined non-zero 

io impedance, and 

(c) detecting an incoming signal by measuring the current through the 

variable loading means. 

22. The data transaction device according to any one of the preceding 
claims, further having a contact field for allowing a contact mode of operation, 

1 5 the antenna interface being inactive in said contact mode. 

23. The data transaction device according to Claim 22, wherein the 
antenna interface includes: 

a mode detector (52) for sensing a presence or absence of an 
electromagnetic field across me antenna coil for producing respective 
20 contactless and contact mode signals, 

a reset circuit (50) respoosrvely coupled to the mode detector and being 
responsive to the contactless mode signal for feeding a reset signal RST to a 
reset port of the processing unit, and 

a clock circuit (51) responsively coupled to the mode detector and being 
25 responsive to the contactless mode signal for feeding a clock signal CLK to a 
clock port of the processing unit 

24. The data transaction device according to Claim 23, wherein, 
the processing unit (14) has only a single data VO port (IOO, 
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a data line of the contact field (11) is adapted to feed a first logic level 
to the data I/O port of the processing unit when the data transaction device is 
inserted into a contact reader, 

when the antenna interface is inactive, a data line of the antenna 
interface is set to TRISTATE, and 

when the antenna interface is active, a data line of the antenna interface . 
is set initially to the first logic level and then to a second logic level opposite to 
the first logic level for an initial brief time period prior to be set to actual data to 
be read by the processing unit; 

thereby allowing the processing unit to determine whether incoming 
data derives from the contact field or from the antenna interface according to a 
logic level of the data line during said initial brief time period. 

25. The data transaction device according to Claim 23, wherein: 

the processing unit (14) has a contact data I/O port (IOi) and a 
contactless data I/O port (I0 2 ), 

when in contact mode, the antenna interface contactless data line (I0 2 ) 
is set to a first logic level, and 

when the antenna interface (16) senses an electromagnetic field across 
the antenna coil (15), the antenna interface contactless data line (I0 2 ) is set to a 
second logic level opposite to the first logic level; 

thereby allowing the processing unit to determine whether incoming 
data derives from the contact field or from the antenna interface according to a 
logic level on the antenna interface contactless data line (I0 2 ). 

26. The data transaction device according to any one of the preceding 
claims, wherein the processing unit and the antenna interface are integrated on 
a single chip. 



* * ' ' WO 99/34326 



PCT/IL98/00624 



1/14 



o 
tn 
</) 
uj 
o 
o 
oc 

CL 

o 
oc 
o 



ANTENNA INTERFACE 



GND 

O— 



Vcc 
O- 



RST 
O— 

CLK 
O- 

IOi 

o- 

I0 2 

o- 



14 



7 






CONTACT 
FIELD 

~ GND 



Vcc 



-ORST 



OCLK 



-O 101 



-O |Q 2 



"TEST" 



11 



FIG.1A 



WO 99/34326 



PCT/IL98/00624 



2/14 



T 



51 



847.5 KHz 
CLK 



CLOCK 
GENERATOR 



L1 
L2 
:E2 
■MODE 



T 



REFERENCE 
SUPPLY 




FIG. IB 



WO 99/34326 



PCT/IL98/00624 



4/14 




WO 99/34326 



PCT/IL98/00624 



5/14 



"UGHT LOAD" MODULATION 

67 




Vcc Ice 



FIG.3 



/ 



66 






vbr 




It 



65 



"LOW M" SIGNAL 
TO DEMODULATOR 



"LIGHT LOAD" MODULATION 
--72 



FIG.4A 



/ 

70 




Vcc 








vbr 




NON- LINEAR 




Ice 


ELEMENT 


It 



■71 



"LOW M" SIGNAL 
TO DEMODULATOR 




WO 99/34326 



PCT/IL98/00624 



6/14 



Vcc 




•in 


Ice 




It 



V BR 



Klcc 



LIGHT LOAD 
MODULATION 



75 

"LOW M" SIGNAL 
TO DEMODULATOR 



FIG.5A 




Rs(>0) ice 



Vs 




81 



SHUNT 
REGULATOR 




Rl 



82 



61 



FIG.6A 



WO 99/34326 



PCT/IL98/00624 



7/14 



Vcc 



flee 



r 



^58 



80 



51 



1 f 



1 88 I 

. 90 | 



-3 



81 




K.Vcc 



1,86 



t87 



FIG.6B 



r R.F. SHUNT" 1 
. LOAD . 



60 




PCT/IL98/00624 



8/14 



106 

low m" y ^ 

SIGNAL " I I 



108 



107 



V V 




FIG.8A 



DATA IN — T 



Vcc- 



OV— 1 



FIG.8B 



FIG.8C 



L FIG.8D 




FIG.9A 



V GNO GND 



9/14 



m 



FIG.9B 



v OUT 



FIG.9C 



7^1 



■116 



2C 
•117 



119 



120 | 121 



4C 



118 



•115 



FIG. 10 



WO 99/34326 



PCT/IL98/00624 



10/14 




*► Vdd 



F i g . 11 



MICROPROCESSOR 


ANTENNA INTERFACE 


CONTACT 
MODE 


CONTACTLESS 
MODE 


CONTACT 
MODE 


CONTACTLESS 
MODE 


Vdd = J 
RST= J* 
CLK= JIM 
IO 2 =0=>C.M 

DATA via Id 

r Mf data trans- 
UM l action 
ISO 7816 


vdd = y 

RST= J 
CLK = JIM 
I0 2 = 1 =>C/L 

DATA via I0 2 

p/i fdatatrans- 
U/L I action 
CONTACTLESS 
PROTOCOLS 


Vdd = J 

RST, CLK = 
TRISTATE 

El M FIELD OFF 
=>C.M. MODE 


vdd = y 

RST= J 
CLK= JIM 

E/ M FIELD ON 
=>C/L. MODE 

DATA TRANS- 
ACTION via I0 2 



Fig. 12 



PCT/IL98/00624 



11/14 



f POWER A 
V OFF J 



Vcc. CLK, RST 







( START ) 




CONTACT 
MODE 
DATA VIA Id 
PROTOCOL 
ISO 7816 



CONTACTLESS 

MODE 
DATA VIA 10 2 
CONTACTLESS 
PROTOCOLS 



/ SHUT \ 
V DOWN J 



FIG. 13 




CLK, RST 
TRiSTATE 



CLK = 


fo/ N 


RST 


= 0 




FIG. 14 



RST 


= 1 






I0 2 = DATA 
BI-DIRECTIONAL 



PCT/IL98/00624 



13/14 



f POWER \ 
V OFF ) 



Vcc, CLK, RST 






( START ) 







. CONTACT 
MODE 

DATA VIA 10 1 
PROTOCOL 
ISO 7816 



1 



CONTACTLESS 

MODE 
DATA VIA 10, 
CONTACTLESS 
PROTOCOLS 



C SHUT \ 
V DOWN J 



FIG.15 



WO 99/34326 



PCT/IL98/00624 



14/14 



f POWER N 
V OFF J 



CONTACT 
MODE 



OFF 



I0 2 = TRISTATE 



CLK, RST 
TRISTATE 




CONTACTLESS 
MODE 



NO 



CLK = 


fo/ N 


RST 


= 0 


<^Vcc^ 






YES 


RST 


= 1 



FIG. 16 



I0 2 = "0" 
FOR 100/js 



I0 2 = DATA 
BI-DIRECTIONAL 



INTERNATIONAL SEARCH REPORT 



Interna' il Application No 

PCT/IL 98/00624 



C.(Continuation) OOCUMENTS CONSIDERED TO BE RELEVANT 



Category 4 Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



WO 96 38814 A (PHILIPS ELECTRONICS NV 
; MIKRON GES FUER INTEGRIERTE MI (AT); 
BERGE) 5 December 1996 
cited 1n the application 
see the whole document 

US 5 521 590 A (HANAOKA TADASHI ET AL) 
28 May 1996 

see column 18, line 58 - column 19, line 
10; figures 1,8,10,12 

US 5 260 701 A (GUERN YVES ET AL) 
9 November 1993 

see column 6, line 17-37; claim 11; 

figures 5-7,9,11 

see column 7, line 20-54 

US 5 418 358 A (BRUHNKE MICHAEL ET AL) 

23 May 1995 

see claim 1; figure 2 



22 

23 
2,5 

17-19 



21 



Fotm PCT/I3A/210 (continuation ol second sheet) (July 1992) 



INTERNATIONAL SEARCH REPORT 


Intern at 1 Application No 

PCT/IL 98/00624 


Patent document 
cited in search report 


Publication 
date 


Patent family 
members) 


Publication 
date 



US 5241160 



31-08-1993 



AT 
AU 
AU 
CA 
DE 
EP 
ES 
IL 
SG 



173103 T 
640843 B 
9001191 A 
2058330 
69130447 
0492569 
2125860 
100451 
46663 



15- 11-1998 
02-09-1993 
02-07-1992 
29-06-1992 
10-12-1998 
01-07-1992 

16- 03-1999 
26-08-1994 
20-02-1998 



W0 9749076 A 24-12-1997 AU 3160197 A 07-01-1998 



EP 0453314 


A 


23-10- 


1991 


JP 


2527267 B 


21-08-1996 










JP 


4032988 A 


04-02-1992 










US 


5202838 A 


13-04-1993 


U0 9638814 


A 


05-12- 


-1996 


CN 


1172542 A 


04-02-1998 










EP 


0774144 A 


21-05-1997 










JP 


10505932 T 


09-06-1998 


US 5521590 


A 


28-05- 


-1996 


DE 


69228473 0 


01-04-1999 










EP 


0596124 A 


11-05-1994 










WO 


9311509 A 


10-06-1993 



US 5260701 A 09-11-1993 



FR 


2657479 


A 


26-07- 


■1991 


AT 


125660 


T 


15-08- 


•1995 


AU 


638103 


B 


17-06- 


1993 


AU 


7144291 


A 


05-08- 


-1991 


CA 


2047736 


A 


20-07- 


■1991 


DE 


69111524 


D 


31-08- 


-1995 


EP 


0464180 


A 


08-01- 


•1992 


WO 


9111063 


A 


25-07- 


1991 


OP 


4506595 


T 


12-11- 


-1992 



US 5418358 A 23-05-1995 DE 4227551 A 24-02-1994 

DE 59308660 D 16-07-1998 
EP 0583690 A 23-02-1994 



Fotm PCT/tSA/210 ( patent family annex) (Jufy 1992) 



